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ABSTRACT 

In wireless sensor network are given designed in contrary environments where an intruder can normally 

recognize some of the sensor nodes, initialize could re-build the program and then could replicate them in 

huge number of clones, easily take-over the mechanism of network. Wireless sensor network largely in-

dispensable for secure network protection. Numerous studies the clone attack is a massive dangerous attack 

against the sensor network where various number of original duplications are used for prohibited entrance 

into a network. The clone attack, Sybil attack, sink-hole attack and worm-hole attack while multi-casting is a 

high impact task in the WSN. In this paper described that the previous approached efficient, randomised and 

division has only a method of self-healing method, which just identify the sensor node verifies by studying the 

nearest nodes. The survey has studied of the detection and prevention techniques i.e. position verification 

method with message verification and passing approach for discovery, destroying and avoidance the entrance 

of clone attack nodes within the network. 

Keywords: Wireless Sensor Network, Position verification method, clone attack, message verification and 

passing. 

I. INTRODUCTION 

WSN more often than not comprises a lot of battery-controlled sensor hubs. For lifetime 

augmentation, it is of most extreme significance in WSNs to design a vitality productive medium-get 

to control convention that limits vitality utilization while accomplishing the start to finish defer 

imperative to meet applications' necessities [1]. Remote sensor systems are turning into a functioning 

subject of research, where sensors are units with detecting, handling, and remote systems 

administration ability. They can consequently gather the information and report the amounts to the 

sink. Of late, numerous remote sensor systems have been arranged and conveyed for sorts of 

utilizations. A significant job in a few WSN activity models and applications, for example, normal 

access planning, data combination, pillar framing, target following, and so on. The applications such 

as keep-track of structure target tracking, military, health monitoring and other recovery options, 

designed and initialize of topology have important events in study work [2]. The procedure of wireless 

network in a various application is significant for ensuring security. Now, recovery and avoidance of 

clone attacks of every level might be low and high in the wireless sensor network. The several of 

intruders against the network like clone, worm-holes, sink-hole and select forward attacks on against 

the wireless network are being noticed. 
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The latest network structure, sensor nodes could appear in replica and perform as original sensor 

nodes. Normally, there is no single master node in the social and defence network for considering 

inter-communication between network sensor nodes intense [3]. 

Sensor Nodes 

 

Fig.1 Wireless Sensor Architecture 

In above figure 1 described that the architecture of wireless sensor network. In sensor node sent the 

data to the intermediate nodes. 

II. RELATED WORK 

In this section we studied that the previous work, techniques and attack used. Previous work described 

in below: 

Balmukund Mishra et al., 2015 [8] examined the dispersed node clone detection methods in wireless 

sensor networks. While there are many protocols in works proposed for node clone discovery, but we 

have conversed some well-organized procedure like LSM and RED less the category of witness based 

node clone detection. It has examined the detection level, memory, and energy above of LSM, RED 

and planned protocol. Presented a method for the optimization of witness based disseminated node 

clone discovery. For the authentication of planned protocol performance, we have provided accurate 

as well as reproduction consequences for the numerous parameters of the WSN. 

Neenu George et al.,2014 [9] considered WSN comprises of hundreds to thousands of sensor hubs 

and is broadly utilized in non-military personnel and security applications. One of the genuine 

physical events looked by the remote sensor system is hub clone assault. Along these lines, two hub 

clone location conventions are presented through the disseminated hash table and haphazardly guided 

investigation to identify hub clones. The previous is based planned a hash table worth which is now 

dispersed and gives key-based offices like assessment and discharging to distinguish hub clones. The 

later one is utilizing probabilistic coordinated sending technique and fringe resolve. 
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The finishes of remote sensor systems are situated in unwelcoming condition and helpless against 

various kinds of assaults. This paper outlined the different sorts of assaults on WSN and to a great 

extent about clone assault. We have given various ways to deal with discover the cloned hub. 

 

 

 

Table no: 1 Description in Attack and Technique used 

 

III. MODEL OF WSN 

In this section described that the wireless sensor network model in below: 

A.Network Model: Network is measured area with n number of randomly deployed little sensor 

nodes. Every sensor node recognizes its id, location, public and isolated key with some memory and 

dispensation competence. So a sensor node is characterised by {Aid, la, Ka, k-1 a, ma, Pa}. Every 

node in sensor network can communicate the statistics to any node in the system or outside the 

network. For that we used shortest path multichip routing using the Euclidean detachment. Statement 

for the network is no traffic overwork on the intermediate nodes used while direction-finding [11]. 

B. Threats Model: We measured a time dependent challenger who detentions a node at any time and 

quotations all the data (node id, public and private keys, all sensed data). This challenger will deploy 

the clone of taken sensor node with that appropriated modulation into the network area. 

IV. DETECTION AND PREVENTION USING MESSAGE VERIFICATION 

AND PASSING 

In this paper described that the Detection and Prevention using Position Verification Methods used 

i.e. message Verification and passing. 

A. Message Verification and Passing 

Message check and passing accept a key part in blocking unapproved and polluted messages from 

being sent in frameworks to save the acknowledged sensor essentialness. Thus, various check plans 
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have been proposed recorded as a hard copy to give message realness and reliability affirmation for 

remote sensor frameworks (WSNs). These plans can, as it were, be divided into two classes [12]:  

Open key based techniques and symmetric-key based systems. The symmetric-key based strategy 

obliges complex key administration, nonattendances of adaptability, and isn't versatile to enormous 

amounts of hub bargain assault as message sender and the authority need to share a puzzle key. The 

common key is abused by the sender to make a message validation code (MAC) for each transmitted 

message. In any case, for this framework, the validity and uprightness of the message must be 

designed by the hub with the normal secret key, which is for the most extreme part shared by a social 

occasion of sensor hubs. An intruder can deal the key by getting a singular sensor hub. Furthermore, 

this methodology doesn't work in multicast frameworks. To handle the versatility issue, a puzzle 

polynomial based message affirmation plan was introduced in. The idea of this arrangement 

resembles an edge unidentified sharing, where the farthest point is expressed by the degree of the 

polynomial. This system offers information theoretic security of the regular secret key when the 

amount of messages imparted isn't actually the edge. The sensible hubs check the validity of the 

message through a polynomial evaluation. In any case, when the measure of messages imparted is 

greater than the point of confinement, the polynomial can be totally recovered and the structure is 

completely broken. The proposed confirmation and passing arrangement goes for achieving the going 

with targets: Message Authentication [13]. 

 

Message Verification and Passing of Advantages 

Formation of Clone activity through use of the same personal individualities is well known. Most of 

the current work deals with the detection of the Replication attack through verification of clone ID. 

B. Position Verification Method 

The PVM algorithm is used through the detection and data transmission in the network, where the 

nodes info is checked from the Base Station iNODEINFO table. After confirmation of PVM 

algorithm, the procedure collects the ID, timestamp, and current location address of the nodes and 

associates with initial information when they are recorded. 

The consequences of the PVM algorithm can deliver only the trusted nodes in the way to ensure 

secured data broadcast. Otherwise the precise nodes are treated as interloper nodes or Cloned node 

and data communication in the current remains stopped and alternate path is selected [14]. 
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V. CLONE ATTACK IN WSN 

WSN can be both static and moveable. In static WSN sensor hubs are conveyed haphazardly and after 

sending their positions don't change. In portable WSN, the sensor hubs can move their very own after 

manner. Two sorts of location rehearse accessible in static WSN are unified and disseminated. In a 

concentrated methodology for identifying hub replication, when another hub joins the system, it 

communicates a position guarantee including its position and personality to its neighbours. At least 

one of its neighbours at that point forward this area guarantees to the base station. With position data 

for every one of the hubs in the system, the base position can without much of a stretch recognize 

any pair of hubs with a similar personality yet in various areas. The primary drawback of this 

methodology is that if the base station is undermined or the way to the base station is blocked, foes 

can include any number of imitations in the system [15]. Distributed approaches for distinguishing 

clone hubs depend on area data for a hub being put away at least one observer hubs in the system. At 

the point when another hub joins the system, its area guarantee is assisted to the comparing observer 

hubs. In the event that any onlooker hub gets two changed area claims for a similar hub ID, at that 

point the presence of clone is identified [17]. Some of the conventions to recognize clone assault in 

unmoving sensor frameworks are presented in the accompanying passage. 

 

Fig.2 Clone Attack 

 

VI. CONCLUSION 

In this paper the message verification and passing method is functional for examining the 

trustworthiness or then for a detecting the Cloned node. The exploit of a node as a Cloned node with 

matching information can chance only when the node has complete material about other nodes. 

Verification of the node needs the request of PVM. Instead of progressive time for PVM to check 

each and every node, the message verification and passing process is applied for authentication 

previous to statement. If a node does not have any agreement by the base station, it cannot 

interconnect with any other node in the network. The message confirmation and passing method is 

so effective for more time intense than any other method. Message authentication and passing method 

requires adjustment and reduction in time consumption and for cost efficiency. 


